Npunoxenne Ne2. HdopMaunonnas naMaTka s 00y4aomuxes A pa3MeleHus Ha
opuuuainsusix MHTEpHET-pEcypeax

C KaXXIbIM TOJOM MOJOJEXKH B HHTEPHETE CTAHOBUTHCH OOJIBLIE, @ IIKONBHUKY OJHH U3
caMBIX AKTHUBHBIX momp3oBatenedl Pysera. Mexnay TteM, IIOMHMO OIDOMHOTO KOIH4ECTBA

BO3MOXKHOCTEHR, HHTEpHET HeceT W npobaemsl. DTa namaTka AO/DKHA NIOMOYb Tebe He30macHo
HaXOAUTHCH B CETH.

Komnwromeprvie supycol

KoMmpioTepHplif  BUpPYC — 3TO  DasHOBHAHOCTE  KOMIIBIOTEDHBIX — IIpOTpaMM,
OTNUUHTENBHON OCOBEHHOCTHIO KOTOpOH fBJSETCA CNOCOBHOCT, K  pasMHOXeHuio. B
JOTIOJIHEHHE K 3TOMY, BADPYCH MOTYT TIOBDEIMTb MM NOJHOCTBIO YHHHYTOXHTH Bee Qaiibl i
JAKHEIE, NOJKOHTPONBHEIE I0JI30BATEIIO, OT MMCHH KOTOpOro Obiia 3amylleHa 3apaEHHas
NporpaMMa, a TaKKe NMOBPEIUTE HAH AaXKe YHWYTOXHTL ONEPalHOHHYIO CHCTEMY CO BCCMH
dajinamu B uenom. B GoNBIIMHCTBE Clyyaes paclpOCTPaHAIOTCS BUPYCHI HEPE3 HHTEPHET.

MeTozbl 381U TH OT BPEJOHOCHBIX IIPOTPaMM:

1. Hcnons3yll COBpEMEHHBIE ONEPALMOHHBIE CHCTEMBI, HMEIOIHE CEPhE3HBIH YPOBEHB
3aIIAThl OT BPEAOHOCHBIX TPOTPaMM;

2. TlocToslHHO ycTaHaBiuBai nauyTH (UUGpPOBEHIE 3aIIIaTKH, KOTOPBHIC aBTOMATHYECKH
YCTAHABJIMBAIOTCA ¢ LEJBIO A0pabTKH NporpaMMel) H Apyrue OOHOBIEHHS CBOEH
onepaMOHHO# cucTeMbl. CKauuBall HX TONBLKO ¢ OQHIMANLHOTO caiiTa paspaboTynka
OC. Ecnu cyluecTByeT pexuiM aBTOMaTHYeCKOTo OOHOBEHHS, BIIIIOYH €T0;

3. Paborait Ha cBOeM KOMIIBIOTEPE HOM NTPABAMH II0JIL30BATENS, & HE A[IMHHUCTPATOPa.
3710 He MO3BOJMT OONBMIMHCTBY BPEAOHOCHBIX IIPOrpamMM HMHCTAJUIMPOBATHCH Ha
TBOEM NEPCOHATTBHOM KOMIIBIOTEPES

4, Vcnone3yil aHTMBHDYCHEIE IPOIPaMMHBIE IIPORXYKTHI H3BECTHBLIX NPOM3BOJUTENEH, C
aBTOMaTH4yecknM obHoBIeHHEM a3,

5. Orpannys QU3MYECKHH JOCTYN K KOMIBIOTEPY JULA NOCTOPOHHMX JIHLL

6. Vcnonp3yit BHEIIHME HOCHTENH HHPOPMALIMH, Takke Kak dIemka, uck win Gai us
MHTEPHETA, TONLKO H3 NPO(EPEHHBIX HCTOYHHKOB;

7. He otkpsiBail KoMIbIOTEpHblE (aiiibi, MONYUEHHEIE H3 HEHANEXHBIX HCTOYHHKOB.

JNaxe Te aiinel, xoTOphle Upucnan TBOH 3HaKoMbUi. Jlywime yTouHH y Hero,
OTIIPABSI TH OH Tebe HX.

Cemu WI-FI

Wi-Fi - 370 He BU/ Nepenayr AaHHbIX, He TEXHOJIOTHS, a BCero MM Opena, Mapka. Eme
B 1991 romy HunepiaHackas KOMIaHHs 3aperucrpuposaia 6penn « WECA», 4to obo3nayano
cnosocoueranne « Wireless Fidelity», KoTopsiit nepesonTCes Kak «6ecpoBoAHas TOUHOCTE).

HNo namero Bpemenn pomna apyras aG6peBuarypa, KoTopas SBisfeTCA Taxod e
TexHonorue#, dro abbpesnarypa «Wi-Fi». Takoe Hazsanue GBLI0 ZaHO C HAMEKOM Ha CTaHAapT
BeicInit 3ByKoBOH Texuuky Hi-Fi, 9o B nepeBone 03HauaeT «BEICOKAA TOYHOCTHY.

Ha, 6ecnuiaTHeid HHTEPHET-TOCTYN B Kade, OTe/iX U ajsponoprax HABJSETCS OTIHYHOH

BO3MOXHOCTBIO BRIXOAa B HHTepHET. HO MHOTrHe BKenepThl CUUTAIOT, YyTo ofmeNocTynHble Wi-
Fi cetut He aBngioTcsa 6e30nacHBIMA.

CosgeTsl o He3onacHocTr paboTe B 06mMeRocTyNHEX cerax Wi-fi:



He mepenasait cporo nuuHyno uHOOpMaumio depes obmenoctynHsie Wi-Fi certh.
PaBoras B HMX, XENATENbHO HE BBOAUTH NApOJM AOCTYNA, JIOTUHBl H KakHe-TO
HOMEDa;

Wcnons3yit 1 0GHOBNSIH aHTHBMPYCHBIE NPOrpaMMsl 1 Gpanamayep. TeM cambmM Thl
oBesonacuib ce6f OT 3aKa4KU BHpPYca Ha TBOE YCTPOHCTBO;

Ilpu wmcnons3osanun Wi-Fi otxmoun ¢ysxkumo «O6mmit poctyn k dainam u
npurTepam». JlaHHat (YHKUAS 3aKpHTa 1O YMOYAHHIO, OJHAKO HEKOTOPhIE
TI0JIB30BATENH aKTUBHPYIOT 8 JUIA Y00CTBa HCNONB30BaHHA B paboTe un yuebe;

He ucnons3yit nybnuunsit WI-F1 ans nepenays AMYHBIX HaHHBIX, HalpuMep UL
BBIXONA B COUMANBHEBIE CETH MIIH B 3NEKTPOHHYIO IIOUTY;

Wnonp3ayit Toneko 3ammmensoe coenusenue uepes HTTPS, a ne HTTP, T.e. mpu
nabope pe6-axpeca BBOIH UMEHHO «https://»;

B  MoGuneHoM Tenedone oTkmoun Oyskmwmio «Ilomwmouenne k- Wi-Fi
aBTOMaTHyecKu». He nonyckait aBTOMaTH4ECKOTO IIOAKIIOYEH S YCTPOHCTBA K CEeTAM
Wi-Fi Ge3 TBoero cornacus.

CoyuanvHbte cemu

CouuanpHble CeTd aKTHBHO BXOASAT B Hallly ’KH3Hb, MHOTHE JIFOXHM PabOTarOT M XKHMBYT
TaM IOCTOAHHO, a B Facebook yxe 3aperncTpupoBaH MU/UTHEp/ 4ENOBEK, YTO ABJACTCA OXHOH
cefbMOH BCex JXMTenel IuiaHeTsl. MHOTHe IONB30BaTeNH HE NOHHMAIOT, YTO HHPOpManus,
pasMeilleHHas UMH B COLMANBHBIX CETAX, MOXeT ObiTh HaliieHa ¥ MCIONb30BaHA KEM YTOIHO, B
TOM YHCJIE He 06S3aTebHO ¢ BaruMy HaMepeHHIMH.

OcHoBHBIE COBETHI 110 6€30I1aCHOCTH B COIHATBHBIX CETAX:

1.

2.

Orpanuyp CHHCOK apy3eit. Y TeGs B Ipy3bsix HE HOKHO OBITh CydalHBIX H
HE3HAKOMBIX JIOneH;

3amuMinail CBOK YACTHYIO Xu3Hb. He yxaspmBait mapons, tenedoHEl, azpeca, BaTy
TBOErO pPOXKAEHHS W APYLYIO JHYHYI0 MHGOpMAUMIO. 3JIOYMBIIUIEHHHAKH MOTYT
HCIIONB30BATh AaXe MH(POPMALHIO O TOM, KaK Thl ¥ TBOM DOJUTEIH IUIaHMpyeTe
IIPOBECTH KAaHUKYNBI,

3amuinai CBO PENyTALMIO - AEPHKH ee B UHCTOTe K 3amaBail ceGe BOIpoc: XoTes 6k
THI, 9T06BI ApYTHE NONB30OBATENM BUAENH, YTO ThI 3arpyxaems? Ilomymait, npexae
YeM 9To-TO OnyONHUKOBaTh, HANKUCATE U 3arPY3UTh;

Eciu ThI TOBOPHIIB C JIIOJBMH, KOTOPBIX HE 3Haellb, HE MCHOJB3YH CBOE pealbHOE
UM ¥ ODPYLYIO JIMYHYIO MHGOpMauuu: HUMS, MECTO >KHUTENLCTBA, MeCTO ydeObl H
npouee;

Haberaii pasmemenus Gororpaduil B MiurepHere, rae Tol H300paxeH Ha MECTHOCTH,
110 KOTOPOH MOKHO OHPEE/IHTE TBOS MECTOMOOXEHHE;

Hpu perucTpansy B CONUaNbHOK ceTH HEOOXOIUMO HCIIONH30BATH CIIOXKHbIE MApOIH,
cocrosmye U3 OyKB H Hudp U ¢ KOJIMYECTBOM 3HAKOB HE MeHee §;

Jins conmansHON CeTH, NOYTHI H APYTHX CaiiToB HEOOXOAUMO HCHOJIL30BATH Pa3HbIE

napons. Torjia ecnu 1631 B3IOMalOT, TO 3MIOYMBILUIEHHHKY IOJIYYAT XOCTYI TOJBKO
K OZHOMY MECTY, & He BO BCE Cpa3y.

OnexmponHoie OeHbaU

OJIEKTPOHHbIE AEHBIH — 3TO 04YeHb YHOOHEBIH CIIOCO6 marexeld, OJIHAKO CYINECTBYIOT
MOITEHHHUKH, KOTOPBIE XOTAT MOJIYYHTE 3TH AE€HbTH.

OJEKTPOHHBIE NEHBIH IOSBHIIMCH COBCEM HENABHO ¥ HMEHHO HM3-32 3TOTO BO MHOTHX
TOCyZZapcTBax A0 CHX NOP HE NPOITHCAHO IIPO HUX B 3aKOHAX.



B Poccuu xe OHH (DYHKIHOHHDYIOT H O HHX Y)XX€ [PONMCAHO B 3aKOHE, IAE HX
pa3fenmoOT Ha HECKOIBKO BHAOB — AQHOHHMHBIE M HE AHOHMMHbIC. PasHuIa B TOM, 9TO
AHOHMMHbIE - 9TO T€, B KOTOPhIX pa3pellaeTcs NPOBOAMTH Onepanuu 6e3 MaeHTH(UKAUHH
[OJIb30BATENS, 4 B HeAHORHMHBIX HIACHTUDUKAIMY [OIB30BATENS ABAETCA 00A3aTeNEHOM.

Taxxe CTeNyeT pasMyaTh 3IeKTPOHHBIE (DHATHBIC NEHBIH (pPaBHBI FOCYAAPCTBEHHBIM
BAIOTAM) 1 AIEKTPOHHBIE HE(MATHbIE NeHBIH (He PaBHbI TOCYAPCTBEHHBIM BATIOTAM).

OcHOBHEIE COBETRI 110 Be30nacHoi pafoTe ¢ ANEKTPOHHBIMH HeHbIAMHU:

1. Tlpussi k cueTy MOGWIBHBIH TeneoH. DTo cambli ynoSHeM ¥ GbICTpHLA crocod
BOCCTAHOBHTBL JOCTYN K cueTy. [IpuBs3aHHbIA TeneQoH HOMOXeET, ecnu 3abynelns
CBO#t [LIATEXHBIH AP WK 3aiieinb Ha caliT C HE3HAKOMOro YCTPOHCTBa,

2. Vcnoaw3yit omHopasoBsie mapoid. Ilocne mepexoia Ha YCHICHHYIO aBTOPH3aLHIo
tebe yxe ne GyHer yrpoKaTh OaCHOCTh KPAXKH HITH [IEPEXBATA MJIATEXHOTO I1apoJs;

3. BuiGepu cnoxubii mapons. Ipectymsuxam OymeT He IPOCTO YraiaTh CIOXHBIN
naponb. Hanexiisie naposis — 3TO NapoJiH, KOTOPEIE CONEPXKAT HE MEHEE 8 3HAKOB H
BK/IIOYAXOT B ce0st CTpOYHBIE W IPONHCHBIE OYKBEI, HU(PEl B HECKOILKO CHMBOJIOB,
TAaKHe KAK 3HAK J0Juiapa, QyHTa, BOCKIMLATebHbIH 3Hak u T.1. Hanpumep, $tROng!;;

4. He BBOOH CBOM MUYHBIC NaHHEIE Ha CAHTaX, KOTOPEIM HE JIOBEPACHID.

Onekmponnas nowma

DnexTpOHHAs 10YTA — 3TO TEXHOJIOTHs U NIPENOCTaBIsIEMbIC €10 YCIYTH I10 EPECHUIKE B
IIOJyYeHHIO JJIEKTPOHHBIX COOOIMEHuH, KOTOphle pacHpeNe/IOTCs B KOMIIBIOTEDHOH CeTH.
OObIYHO ~ 3NEKTPOHHBIA  IOYTOBBLIK  SMMK  BREINISOUT  clemylommuM  obpasom:

HMS_IOJIB30BATENI(@UMS_JloMeHa. Takxe KpoMe Inepefaud IIPOCTOTO TEeKCTa, HMEEeTcs
BO3MOXHOCTD IepeNaBaTh (haiist.

OcHoBHbiE COBETEI 110 Oe30macHoit paboTe ¢ 31eKTPOHHO OYTOH:

1. Hano BuiGpaTh npaBHAbHBI! HOYTOBEIH CepBHC. B MHTEpHETE ecTh OIPOMHBIH BBHIOOD
6eCILIaTHEIX [TOYTOBBIX CEPBHCOB, ONHAKO JNy4IIEe NOBEPATh TEM, KOr0 3Haelllb K KTO
HepBhii B pefTHHTE;

2. He ykaswiBail B IH4HON noure nuuHyio WHOopmauuo. Hanpumep, nyune Bubpats
«MY3bIKaNbHBIH _(paHaT@» wiu «pok2013» BmecTo «remal3n;

3. Hcnons3y# ABYX3TamHYIO aBTOPH3ALMIO. 3TO KOrjAa IOMHMO Iapojis HY»XHO BBOIHTE
KOH, NpHcELiaeMslit no SMS;

4, Bpifepn cnoxHbI# naposis. g KauJIoro MmoYyTOBOro siMKa OOJDKEH ObITH CBOR
HAJIeXKHBIH, YCTORYUBBIH K B3JIOMY I12p0JIb;

5. Ecnu ecTh BO3MOXHOCTb HAallHCaTh CaMOMY CBOH JHYHBIH BOIPOC, UCTONL3YH 3TY
BO3MOXHOCTD;

6. Hcnonb3y#t HECKOJNBKO MOYTOBEIX SAUIMKOB. IIepBRI I8 4acTHOH MHEPEIMCKH C
aJpecaraMH, KOTOpbIM Tbl JOBEPSACHIL. JT10 SIICKTPOHHBIﬁ ajgpec HE Haxo
MCTIONB3OBATD NPH pericTpanky Ha GopyMax H caiirax;

7. He oTkpeia#t (aitnibl ¥ Apyrue BIOXEHUS B NUCBMaX JaXXe €CNM OHH IPHUUIM OT
TBOMX Apy3e#l. Jlydine yTo4HH y HUX, OTIIPABJIANH JIH OBH Tebe 3TH Gaiinsr;

ITocne oxkonuanws paGoTb! Ha NOYTOBOM CEpPBHCE Mepel 3aKpLITHEM BKIAIKH C
calitoMm He 3a0yap HaXkath Ha «Belifta».



Kubepbynaune unu eupmyanbHoe usoesamesscmeo

Kubep6ynmuur — mpecnefoBaHne COOOLIEHHAMY, COAEPXAUMMH OCKOpGieHus,
arpeccuIo, 3alyrHBaHHe; XyJHIaHCTBO; COUMaIbHOe GOHKOTHPOBAHKE C MOMOLUBIO PA3JIHYHBIX
MHTEPHET-CEPBHUCOB.

OcHopusle coBeTh! 110 60psde ¢ kubepbysanuurom:
1. He 6pocaiica B 60oit. Jlyumuit crioco6: MOCOBETOBATECA KAK CeOs BECTH H, €CIIH HET
TOro, K KOMY MOXHO OBpaTrsThes, TO BHaualge yCIIOKOMThCA. ECIH THI HayHelb

OTBEYaTh OCKOPOJEHHAMKM Ha OCKOpONEeHHS, TO TONBKO eme Gofbliie pasOXxiKellb
KOHQITUKT,

2. VYrupasnsi cBoeit xubeppenyranuei;

3. AHOHHMHOCTh B CeTH MHmMas. CymecTBYIOT cnocoOb! BBIACHHTb, KTO CTOHT 3a
aHOHHMMHbBIM aKKAYHTOM;

4. He CTOMT BeCTH XyIHMraHckui o0pa3 BUpTyansHOH xu3HU. HTepHEeT QUKCHPYET BCe
TBOH ACHCTBHA M COXpaHAeT uX. Y Hanuth uX OyneT KpaliHe 3aTpyIHHTEIBHO;

5. Cobnronait cBOH BHPTYaNnbHYIO 4ECTh CMOJIOLY,

6. UrHopupy#i epuHuuYHpli HeratuB. OmHOpa3oBble OCKOPOHTENbHEIE COOOMEHHA
nydie HrHopupoBath, OOBMHO arpeccHs NpeKpamacTcs Ha HAYaIbHOH CTaguH;

7. bau arpeccopa. B nporpamMmax o6MeHa MTHOBEHHEIMH COODIIEHUSMH, B COMHUANBHBIX
CEeTAX €CTh BO3MOXHOCTb OJOKMPOBKM OTHpaBKHM COODImIEHMH C ONpeAENeHHBIX
aapecoB;

8. Ecmm t1bi cBumerens kubGepOymnunra. Teou neHCTBUA: BBICTYNIHTH IIPOTHB
npecnenoBaress, 10Ka3aTh €My, YTO €ro JEeHCTBHsS ONEHHBAIOTCA HETAaTHBHO,
IOAePXKaTh JKEPTBY, KOTOPOH HYyXHA IICHXONOrHyeckas MOMOMb, COOOIIHTE
B3POCTBIM O (PAKTE arpeCCHBHOrO NIOBEHEHHA B CETH.

Mobuabnuili meneghon

Cospemennble cMapThOHBI ¥ IUTAHLIETHl cofepxar B cefe BOOJNHE B3pOCTBIA
(GyHKOHOHAN, W Tenepb OHM MOTYT KOHKYPHPOBAaTh CO CTAlMOHApPHBIMH KOMIIBIOTEPAMH.
OzHAaKO, CPEACTB 3aLKUTHI IS TOAOOHBIX YCTPOHCTB IT0Ka OYeHb Mano. TecTupoBaHue ¥ MOHCK

YA3BUMOCTEH B HHX [IPOUCXONMT HE TAaK MHTEHCHBHO, Kak Jus [1K, To xe camoe kacaercs n
MOOHNBHBIX TIPUITOXEHHH.

Cospementsle MOORNbHEIE Opay3epsl yXKe IPaKTHYEeCKH NOrHANM HacTOJBHEIC aHAJIOTH,

OHaKO paciiuMpeHHe (QYHKIMOHaia Biaeder 3a cob0¥ OONBUIYIO CIOXHOCTE M MEHBUIYIO
3aIIUIIEHHOCTb.

I[anexo HE BCE IIPOH3BOOHUTEIN BLINYCKAIOT oGHOBNCHHS, 3aKPEIBAIOIIHE KPUTHYCCKHE
YA3IBUMOCTH )14 CBOMX yC’I‘pOﬁCTB.

OcHoBHEIe cOBETH i1 6€300acHOCTH MOOKIBHOTO TenedoHa:
1. Huuero He sBnsercs mo-wHacTosweMy OecrmiaTHBIM. ByZb OCTOpOXEH, BeObh KOT/a

Tebe mpemnararor OecliaTHRI KOHTEHT, B HEM MOTYT ObITH CKPBHITHI KaKHe-TO
IUIaTHBIE YCAYTH;

2. Hymaii, npexue ueM oTnpasutk SMS, doto unu Buaeo. Tel TOYHO 3HAELIE, IIE OHU
6yAyT B KOHEUHOM HTOTe?

3. HeobGxoaumo 06HOBIATE ONEPALHOHHYIO CHCTEMY TBOETO cMapTdOHa;

4. Hcnonb3yit aHTHBHPYCHBIE IIPOrpaMMBl 11 MOOHIILHBIX TeNle(hOHOB;




5. He sarpyxail IprIIOKEHMs OT HEM3BECTHOTO HCTOYHHKA, BeJlb OHH MOTYT COACPXKATh
BpELOHOCHOE IporpaMMHoe obecnedenne;

6. Tlocne Toro Kak Thl BRIAEIIb C caifTa, rie BBOAWT NHUHYIO MHPOpMALMIO, 3alIH B

HacTpo#Ku 6paysepa H ynanu cookies;

TlepHOIMYECKH IPOBEPSH KAaKHE IIIATHBIE yCIIYTH aKTHBHPOBAHBI HA TBOEM HOMEPE;

JlaBait cBOfi HOMep MOGHJIBHOTO TenedoHa TOJIBKO JIOAAM, KOTOPBIX Thl 3HACIIL M

KOMY JIOBEpSIellIb;

9. Bluetooth nomkes 6T BBIKJIIOWEH, KOTAA Thl UM He IHomb3yemscs. He 3albisait
AHOra NPOBEPSTH 3TO.
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Online uzper

CoBpeMeHHEIE OHNAHH-HUIPbl — 9TO KpPacoOyHblE, 3aXBaThIBAIOIIME pa3BIICYCHHI,
06beIMHAIOIIME COTHH THICKY YeJIOBEK MO BCeMy MUpY. Mrpoku HCCIERyIOT JaHHBIA MM MHD,
0BUIAIOTCA APYT C APYTOM, BBIIOJNHSIOT 3aflaHHs, CPAXAIOTCA ¢ MOHCTPaMHU K NOJYHArOT OIIEIT.
3a yIOBONBCTBHE OHM IINATAT: NOKYNAKOT AHCK, OIUIAYMBAIOT abOHEMEHT WM NpHOOpeTaloT
KaKue-TO OIMIIMH.

Bce 3t cpeactBa MAYT Ha MOJNEDXAHHE X DPa3BUTHE HIPHl, a TaKKe Ha camy
§e30M1aCHOCTE: COBEPIUEHCTBYIOTCS CHCTEMBl AaBTODH3allWM, BBIIYCKAIOTCA HOBHIE IaTIH
(undpoBeIe 3anIaTKY [UI IPOTPaMM), 3aKPEIBAIOTCH YA3BUMOCTH CEPBEPOB.

B nonobHbIX Hrpax CTOHT OnacarbCid HE CTOJIBKO CBOMX COMEPHHKOB, CKOJBKO KpaXH
TBOEro NapoJisi, Ha KOTOPOM OCHOBaHa CUCTEMA aBTOPH3alH 6ONBIINHCTBA Hrp.

OcCHOBHBIE COBETHI IO 6€30MaCHOCTH TBOETO HIPOBOTO AKKAYHTA:

1. Ecnm npyro# urpok Befet cebs IUI0X0 WIH co3faeT Tede HeNpUATHOCTH, 3ab10kupyi
€ro B CIIMCKE HIPOKOB;

2. Tloxanyiics agMHHHCTPATOpPaM MIpbl Ha IUIOXOE€ IIOBEACHHE 3ITOTO HIpOKa,

eJIaTeNbHO MPHJIOXKHUTH KaKHe-TO I0KA3aTeAbCTBa B BUIE CKPHHOB,

He yxasbisail 1uunyo nHGOpMaNHIo B 1podaine UIphl;

VBaxail QpYrux y4acTHHKOB IO HIpE;

He ycranasnusait HeohHUMaNbHEIE IATYH X MOJBI,

Mcrions3yii CoXHBIE ¥ pasHbie TAPOITH;

Jlaxxe BO BpeMs HIPBHI HE CTOWT OTK/IOYaTh aHTMBHpYC. Iloka Tl urpaeinb, TBOH
KOMITBEOTEP MOTYT 3apasHThb.
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Duuunz Wi Kpaskca AUYHbIX OAHHBIX

OObprYHOU Kpaxelt JeHEr W JOKYMEHTOB CEroJHA yXe HHKOro He YIOHMBHING, HO C
Pa3BUTHEM HHTCPHET-TEXHOJOTHH  3JOYMBIIUIEHHHKM [EPEMECTHNHCh B HHTEPHET, H
IPOROIKXAIOT 3aHMMAThCS «IHOOUMBIMY JE/IOM.

Tax nossunacs HOBas yrpo3a: HHTCPHCT-MOUICHHHAYECTBA HITH @HUJHHT, TJIaBHas Leab
KOTOpPOr0O COCTOHT B IIOJYUCHHH KOH(I)H,ZICHHH&IIBHBIX JaHHBIX IOJIB3OBATENEH — JIOTHHOB H

naponed. Ha anrmmitckom s3pixe phishing untaercs xak Guinnr (ot fishing — prifnas nosis,
password — apons).

OcHOBHBIE COBETHI 110 GOphoe ¢ QHIIHHIOM:

1. Cremn 3a cBoMM akkayHTOM. ECiM TBI IOZO3pEBaelmb, YTO TBOS aHKeTa ObLia
B3JIOMaHa, TO H806XOJ.1HMO 3a6noxnpoaan> e U COO6H.II/ITb aI[MHHI’ICTpaTopaM
pecypca 06 3TOM KaK MOXHO CKOpee;



2. Hcnonw3yit OesomacHele BeO-caifThl, B TOM YHCJIE, HHTEPHET-Mara3HHOB H
TIOMCKOBBIX CHCTEM;

3. Hcrons3y# cloxsble u pasHbie maponu. Takum o6pa3oM, ecnu TeOs B3JIOMAIOT, TO
3MIOYMBIILIEHHUKH TIOJy4aT AOCTYII TOJILKO K OJHOMY TBOEMY NPOGUIIO B CETH, a He
KO BCEM;

4. Ecnu 1ebs B3JOMAIH, TO HCOOXOMMMO IHpeNyNnpeaHTbh BCEX CBOMX 3HAKOMBIX,

KOTOpbIE 1100aBJIeHbl y TeOsi B ApYy3bsiX, O TOM, YTO TeOs B3NOMaNH H, BO3MOXHO, OT

TBOETO UMEHM OYIET PacchLIATLCA CHaM M CChUIKHM Ha QHIIHHTOBbIE CaiThI;

VerasoBu HamexHblii napons (PIN) Ha MoGHbHLLH TenedoH;

OTkimroun coxpaHenne naposs B 6paysepe;

7. He oTkpsisail (aiisibl U ApYTHe BIOXKEHHS B NHCHMAX JaXe €CIH OHHM NPHILA OT
TBOMX Jpy3e#d. Jlydlue yTOYHH y HUX, OTHPABIISIH JIi OHH Tebe 3TH Qaiibl.
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L{ugpposan penymuayusn

Lindposas penyTauus - 3TO HeraTHBHAd WM [IO3HTHBHAs MHGOpMamMs B ceTH o Tebe.
Komnpometupyiolias HHGOpPMALMs pa3MElUeHHas B WHTEPHETE MOXET Cephe3HblM obpasom
OTpasHThCA Ha TBOEH peanbnoM xu3HH. «{HbpoBas penyTaiusay - 5TO TBOH HMHIK, KOTODBIX
¢dopmupyetcs K3 HH(QOpManHH o Tede B MHTEPHETE.

TBOE MECTO KHUTENLCTBA, YUeObl, TBOE (HHAHCOBOE NOJIOXEHHE, OCOOEHHOCTH XapakTepa
M pacckassl 0 OMH3KKX — BCE 3TO HAKAILIMBALTCA B CETH.

MHOTHE MOAPOCTKH JIErKOMBICIEHHO OTHOCATCS K NyOJIMKalMHU TMYHOH HHpOpMauuy B
WuTtepuere, He MOHUMAas BOSMOXHBIX ITOCIeACTBUHE. Thl faxxe HE CMOXEIDb JOTAAaThCA O TOM,
uto pororpadus, pasmewenHas S et Ha3aj, cTajna NPUUMHON 0TKa3a NpHHATH Te0s Ha pabory.

Kommenrtapny, pasMewleHde TBoumx dororpaduit U Apyrue HEHCTBMS MOIYT HE
HCYE3HYTh AXNE TOCe TOro, Kak Thl WX YyHanumib. Thl HE 3HACHIb, KTO COXPaHHI 3TY
uHGOPMAaNKIO, ITOXfajla JId OHa B IOHCKOBBIE CHCTEMBI H COXPaHMNACh JIM OHA, a [JIaBHOE: 4YTO
noaymaroT 0 tefe OKpyKajomee JIOAM, KOTOpble HalayT ¥ yBHAAT 3710. Haditi undopmanuro
MHOTO JIeT CHOYCTS CMOXeT Mmo0oi — kax u3 noOphix moOyxneHHH, Tak M ¢ HaMepeHHeM
MIPHYHHUTE BPeX. D10 MOXKET ObITh KTO YTOIHO.

OCHOBHBIE COBETEI 110 3aIKTe HHGPOBOH perryTainum:

1. ITomymaii, npexae YeM YTO-TO NyONMKOBaTh W Nepenasarth y cebs B Osore wnu B
COLMANbHOHK CETH;

2. B macrpoiikax npoduig ycTaHOBH OrpaHUYEHHs Ha IPOCMOTD TBOETO Npoduis u ero
COJEPYKHUMOrO, CIeNai ero TOJNBKO «ULA Apy3ein;

3. He pasmemaif u He yxaspiBail HHpOpMaLUIO, KOTOpas MOXeET Koro-nubo ockopbiaTs
unu ofMxars.

Aemopcxoe npago

CoBpeMeHHBIE IIKOJBHHKH— aKTHBHLIE [ONL30BAaTeNH HUGPOBOrO IPOCTPaHCTBA,
OnHaxo nanexo He BCE 3HAIOT, YTO I10JI30BAHME MHOTMMH BO3MOXHOCTAMH LIM(POBOro MHpa
Tpebyer cobmogeHNns Npas Ha HHTEIUICKTYIBHYIO COGCTBEHHOCTS.

TCpMI/IH KHHTEICKTYalibHas cOOCTBEHHOCTB» OTHOCHTCH X PasIAIHbIM TBOPCHHAM
4ENOBCYECKOro yma, HayHHas ¢ HOBBIX H306peT€HHﬁ H 3HaKOB, 0603HavaIOIUX COOCTBEHHOCTD

Ha MpPOAYKTHI M YCIAYI'W , M 3aKaguuBas KHUramu, ¢dororpadusMH, KUHOQUIBMaMU H
MY3bIKQJIbHbIMH TTPOH3BENCHUSIMH.



ABTOpCKHeE IIpaBa — 9TO 11paBa Ha HHTEIUIEKTYalbHyI0 COOCTBEHHOCTh Ha IIPOM3BENECHHA
HayKH, JIATEPaTyPhl ¥ HCKYCCTBA. ABTOPCKHE NIPaBa BEICTYNAIOT B Ka4YeCTBE rApaHTHH TOTO, 4TO
MHTEJUIEKTYABHEIA/TBOPYECKHH TPy aBTopa He OyNET HalpacHBIM, JacT €My CIpaBe/UIMBLIE
BO3MOXHOCTH 3apaboTarh Ha Pe3y/ipTaTax CBOEro Tpyla, MOJYYHTh H3BECTHOCTh H PH3HAHHE.
Hukro Ge3 paspemienus aBTopa He MOXKET BOCIIPOH3BOJHTE €0 NPOU3BENEHHE, PaCIIPOCTPAHATS,
MyGNMYHO JIEMOHCTPHpPOBATh, NPOJABaTh, MMIOPTHPOBATH, IYCKAaTh B IPOKAT, NyGIHTHO
HCIIOJIHATh, MTOKA3BIBATH/HCIIONHATL B upe wim pasmemars B MaTepHere.

HcnoarzoBanue «IUPATCKOro» NPOrpaMMHOro obecreyeHuss MOXET NPUBECTH K MHOTHUM
pucKaM: OT 1IOTCPH MNaHHbLIX K TBOHM aKKayHTaM A0 GHOKHPOBKH TBOECTO ycrpoicma, rae
}’CTaHOBJleHHHﬁ HE JAcCrajbHag IIporpamMma. He crour taxxe 3abbIBaTh, 4TO CYLIECTBYET
nerajgbHele U OecriaTHEIE IpOorpaMM™sbl, KOTOPBIE MOXHO Ha#TH B CETH,

O nopmane

CereBnuok.ph ~— TBOH TIJIABHBIE COBETHUHMK B CETH. 3AECh ThHl MOXEHb Y3HaTh O
fe30nacHOCTH B CETH NOHATHBEIM H JOCTYITHBIM S3BIKOM, a4 IPH BO3HHKHOBEHHH KPHTHYECKOH
CHTYyallMH 0OpaTHTHCA 32 COBETOM. A TaKXe NPHHATH Y4aCTHE B KOHKYpcaX M CTaTh CaMBIM
UHM(POBEIM IPakIaHHHOM !




